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SMH Technologies®

INFINEON TRAVEO2 Introduction

32-bit TRAVEO™ T2G Arm® Cortex® Microcontroller

The Infineon TRAVEO™ T2G microcontrollers are based on the Arm® Cortex®-M4(Single core)/M7(Single core/Dual core) core and
deliver high performance, enhanced human-machine interfaces, high-security and advanced networking protocols tailored for a
broad range of automotive applications such as electrification, body control modules, gateway, and infotainment applications.

Based on the powerful Arm® Cortex® M series core in single and dual core operation it offers state-of-the-art real time
performance, safety and security features. Infineon TRAVEO™ T2G MCUs are used in motor control for hybrid and electric
vehicles (HEV/EV), body electronics.

Infineon TRAVEO™ T2G family builds upon the successful TRAVEO™ T1G families.

The family supports the latest in-car networks, offers high performance function optimized for a minimum memory footprint and
embeds dedicated features to increase data security in the car.

- 32-bit TRAVEO™ T2G Arm® Cortex® for Body - 32-bit TRAVEO™ T2G Arm® Cortex® for Cluster

> Qverview > Overview

> TRAVEO™ T2G CYT4BF Series > TRAVEO™ T2G CYT2CL
> TRAVEO™ T2G CYT3BB/CYT4BB Series > TRAVEO™ T2G CYT3DL
> TRAVEO™ T2G CYT2BL Series > TRAVEO™ T2G CYT4DN

> TRAVEO™ T2G CYT2B9 Series
> TRAVEO™ T2G CYT2B7 Series
> TRAVEO™ T2G CYT2B6 Series

TRAVEQ™ T2G portfolio overview

TRAVEO™ T2G Body Entry

TRAVEO™ T2G Cluster
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32-bit TRAVEO™ T2G Arm® Cortex® for Body

TRAVEO™ T2G for automotive body electronics applications offers cutting-edge performance, safety, and security features.

32-bit TRAVEQO™ T2G Arm® Cortex® for Body subcategories

> TRAVEO™ T2G CYT4BF Series > TRAVEO™ T2G CYT2B9 Series

> TRAVEO™ T2G CYT3BB/CYT4BB Series > TRAVEO™ T2G CYT2BT Series

> TRAVEO™ T2G CYT2BL Series > TRAVEO™ T2G CYT2B6 Series

SMH Technologies®

The TRAVEO™ T2G connected ready MCU family is designed for the smart world. The family offers wide scalability and network
connectivity built into a single Arm® Cortex®- M4 and dual Cortex®- M7.

Performance has also been enhanced from 400 DMIPS in TRAVEO™ T1G, to 1500 DMIPS in TRAVEO™ T2G.

The TRAVEO™ T2G for body electronics applications also provides scalability across memory size and pin count. The IP
compatibility enables customers to design and develop their systems with a single-platform MCU solution.

TRAVEO™ T2G devices have advanced security features with the introduction of HSM (Hardware security module), dedicated
Cortex®-MO0+ for secure processing, and embedded flash in dual bank mode for FOTA requirements.

The body family also features six power modes that enable ECUs to minimize overall power consumption.

Our MCUs come with an optimized software platform that is available for AUTOSAR MCAL (Microcontroller Abstraction Layer),
self-test libraries, Flash EEPROM emulation, as well as security low-level drivers, combined with third-party firmware.

TRAVEQO™ T2G Arm® Cortex® for Body portfolio

A ;

; TRAVEQO™ T2G CYT4BF

ﬁ WEO™ T2G CYT3/4BECortex®-M7, 350 MHz,
] ASIL-B, HSM

8MBflash, 1024KB RAM,
eMmMC, ethernet, FlexRay,
[2S/TDM 176-pins

2xCortex®-M7, 250 MHz,

] ASIL-B, HSM

1| 4MBflash, TE8KB RAM,

J|EMMC, ethernet, [25/TDM TEQFP,

:| 100-176-pins TEQFP. [~ Z72-0al BGA, 320-6al
272-ball BGA BGA

RAVEQ™ T2G CYT2B{RAVEO™ T2G CYT2 VEO™ T2G CYT2BI

Cortex®-M4, 160 MHz
ASIL-B, HSM,
1MB flash, 128K RAM
64176 pins LQFP

Cortex®-M4, 160 MHz
ASIL-B, HSM, CXPI
2MB flash, 256KB RAM,
64-176 pins LQFP

Cortex®-M4 160 MHz
ASIL-B, HSM, CXPI
4MB flash, 512KB RAM
64176 pins LQFP

Performance

TRAVEO™ T2G CYT2B6

Cortex®-M4, 80 MHz,
ASIL-B, HEM,
512KB flash

64KB RAM
64-100 pins LQFP

TRAVEO™ T2G Body Entry MCU TRAVEO™ T2G Body High End MCU

SMH Technologies S.r.l.

UNIVERSAL PRODUCTION IN-SYSTEM PROGRAMMING

_ I

HQ and Registered Office
Via Giovanni Agnelli 1

33083 Villotta di Chions (PN) Italy

Societa Unipersonale

Capitale sociale €102.040
P.1.01697470936
C.F.01697470936

REA PN-97255

D-U-N-8* 51-724-9350
T+390434421 1M
F+39 0434 639 021

—=>smh-tech.com

info@smh-tech.com
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SMH Technologies®

32-bit TRAVEO™ T2G Arm® Cortex® for Cluster

TRAVEO™ T2G Instrument Cluster offers high display resolution, superior performance and multiple displays with dynamic
content. All while using less power and less memory.

32-bit TRAVEO™ T2G Arm® Cortex® for Cluster subcategories

> TRAVEO™ T2G CYT2CL > TRAVEO™ T2G CYT4DN

> TRAVEO™ T2G CYT3DL

TRAVEO™ T2G automotive microcontrollers (MCU) family for Instrument Cluster with its new graphics architecture enables a
more robust and feature-rich graphics engine for automotive display systems.

The product families provide the most extensive scalability, covering the conventional gauge instrument cluster, hybrid
instrument cluster, and virtual instrument cluster.

The option of line-based operation of the graphics engine within the microcontroller minimizes the memory required for graphics
processing. With the optimized 2.5D graphics engine and extended density of embedded Flash and Video RAM, TRAVEO™ T2G
graphic MCU can support the virtual instrument cluster with high resolution up to 2880 x 1080.

TRAVEO™ T2G Instrument Cluster family eliminates bulky energy-hungry thermo-mechanical designs with a single platform
MCU solution.

It further removes costs with innovative on-the-fly-based rendering in the integrated VRAM.

This growing family of high-performance MCUs is scalable and comes with varying configurations of ARM" Cortex” CPUs.

TRAVEQO™ T2G Arm® Cortex® for Cluster portfolio

LPDDR4 interface
Display complex 3D scenes
coming soon

2xCortex®-M7, 320 MHz, ASIL-B
2 50/T20pGFX, line-based
4MB VRAM, 1x VI, 2x
V02, ,JPEG decoder,
HYPERBUS™ HSM
6MB flash, 640K RAM

Cortex®-M7,240 MHz, ASIL-B |
2 5D WVGA GFX, line-based : audio, SMC, Ethernet

2MB VRAM, 1x VI, 1x VO2 327-ball BGA
HYPERBUS™ HSM
4AMB flash, 384K RAM

audio, SMC, Ethernet t

Cortex®-M4_ 160 MHz ASIL-B |] 208-/216-pinTEQFP, 272-ball
eSHE/HSM ;

2441 flash :

SMC, LCD :

144-/176-pin LQFP
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INFINEON TRAVEOZ2 Protocol and PIN map

TRAVEO2 devices support the SWD protocol.

INFINEON TRAVEO2 PIN MAP

¢ Pin Map Tool = O

Select your FlashRunner model: FR 2.0 ~ Export to PDF

Master board connector (Ch.1 - Ch.8)

SMH Technologies®

13 12

Select a channel: Connection descriptions:

® Ch.1 - CYT4BFBCIA [SWD] DIO1: RST
DIO2: SWCLK
DIOS: SWDIO
VPROGD
GND

INFINEON TRAVEO2 Memory Map

Memory Type Start Address End Address Memory Size Page Size Blank Value Address Unit
[F] - Main Flash 0x10000000 0x1082FFFF 8.19 MiB 512 OxFF BYTE
[E] - Work Flash 0x14000000 0x1403FFFF 256.00 KiB 4 OxFF BYTE
[S] - Supervisory Flash 0x17000000 0x17007FFF 32.00 KiB 512 OxFF BYTE
[C] - Checksum (reserved virtual address) | 0x90300000 0x90300001 2 Byte 0 OxFF BYTE
[M] - Metadata (reserved virtual address) 0x90500000 0x9050000B 12 Byte 0 OxFF BYTE
[P] - eFUSE (virtual address) 0x90700000 0x907003FF 1.00 KiB 1 0x00 BYTE

| Memory Map Tool

CYTABFBOA

CYTABF

INFINEON

TRAVEO2 - ibtraveo2.so

Memory Type Start Address « End Address Memory Size Page Size Blank Value Address Unit
[F] - Main Flash 0 0 8.19 MiB 5 OxFF BYTE
[E] - Work Flash KiB 4 OxFF BYTE
OxFF BYTE
OxFF BYTE
[M] - Metadata v de yte 0 OxFF BYTE

6 [P]- eFuse (virtual address) 3 1.00 KiB 000 BYTE

Export to PDF
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SMH Technologies S.r.l.

INFINEON TRAVEO2 Memory Map for Dual Controller Devices

SMH Technologies®

Memory Type Start Address End Address Memory Size Page Size Blank Value Address Unit
[F] - Main Flash 0x10000000 0x1082FFFF 8.19 MiB 512 OxFF BYTE
[E] - Work Flash 0x14000000 0x1403FFFF 256.00 KiB 4 OxFF BYTE
[S] - Supervisory Flash 0x17000000 0x17007FFF 32.00 KiB 512 OxFF BYTE
[F] - Main Flash 0x18000000 0x1882FFFF 8.19 MiB 512 OxFF BYTE
[E] - Work Flash 0x1C000000 0x1CO3FFFF 256.00 KiB 4 OxFF BYTE
[T] - Extended Code Flash 0x1F000000 0x1FO07FFF 32.00 KiB 512 OxFF BYTE
[T] - Extended Code Flash 0x1F800000 0x1F807FFF 32.00 KiB 512 OxFF BYTE
[C] - Checksum (reserved virtual address) 0x90300000 0x90300001 2 Byte 0 OxFF BYTE
[M] - Metadata (reserved virtual address) 0x90500000 0x9050000B 12 Byte 0 OxFF BYTE
[P] - eFUSE (virtual address) 0x90700000 0x907003FF 1.00 KiB 1 0x00 BYTE

H Memory Map Tool

CYT6BIBDHA
Famity: CYT6B]
Manufacturer: INFINEON
Algorithm: TRAVEO?2 - libtraveo2.so

Memory Type Start Address ~ End Address Memory Size Page Size Blank Value Address Unit
- Main Flash O 00 e 8.19 MiB 5 OxFF BYTE
- Work Flash O 14 00 Ox 1403 256 } 4 OxFF BYTE
OxFF BYTE
- Main Flash 00 8.19 MiB 5 OxFF BYTE
- Work Flash Oxe 1200 0 5 } ! OxFF
- Extended Code Flash Che 1FOOD0O00 O 1FOO7FFF 3 {iB 5 OxFF
- Extended Code Flash O 00 O 1F807FFF 3 KiB 5 OxFF
C] - Checksum (reserved virtual address 00 O 0 0 OxFF
- Metadata (; virtual address) 00 0 OxFF

eFu rtual address)

Export to PDF
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SMH Technologies S.r.l.

INFINEON TRAVEO2 eFUSE

This is an OTP area (One-Time-Programmable) and this means that once a bit is blown, so it has the '1' state, it cannot return to
the '0' state.

Single eFUSE can be changed in state bit-by-bit by putting the value in .FRB file and using the program command.

Only bits that are different from '0' will be written because the original state of a bit of eFUSE is '0' and then can become '1' by
blowing.

If an eFUSE byte (different from 0x0 and OxFF) is on the FRB file but the target device has already that byte written, the eFUSE is
NOT blown another time.

If an eFUSE byte (different from 0x0 and OxFF) is on .FRB file but it is different from eFUSE byte read from device, only '1' bits
will be written.

After programming (blowing process) a check operation (verify) checks byte-by-byte the eFUSE area, comparing .FRB eFUSE
values with current device values read from eFUSE area.

The driver writes bit-by-bit the eFUSE value but the minimum blowing size is the value of 1 byte in .FRB file, this means that in
the .FRB you have to consider the entire 8-bit value of eFUSE.

Since the eFUSE area is not accessed via the address space then FlashRunner refers to a virtual address which is declared in the
programming specification of Infineon. This address starts from 0x90700000 up to 0x907003FF and corresponds to the eFUSE bit
area (not byte area).

According to specifications, each eFUSE byte is made up of 8 eFUSEs bits and each location of the virtual address space

corresponds to the eFUSEs bit to be programmed.
Please see Infineon's programming specifications to better understand how eFUSE memory area works.

INFINEON TRAVEO2 Single Bank and Dual Bank

Traveo Il has Single Bank and Dual Bank options.

In Single Bank Mode the Cortex core of the device has direct access to all the flash memory which is seen as a single continuous
portion of the address space.
In other words, the flash is seen as a single block.

In Dual Bank Mode the memory is divided into two banks, which cannot be accessed directly and immediately because before
the user has to select the bank to use.

For command specifications please refer to the or
description.

Once the bank has been selected, the user is allowed to program it.
Since the memory is not now a single block, the user has to use an FRB with half data and then the complete memory size.

The double bank option is a good way to introduce OTA updates because you can change the whole content of one bank.

Traveo |l devices are very flexible thanks to the possibility of releasing OTA updates.

When you have to make an OTA update or in general firmware update of a microcontroller it means you want to rewrite a part of
the flash.

The part you want to rewrite will have a new firmware which will be the one used as the main execution firmware.

However, it could happen that during the update the microcontroller turns off and corrupts the entire system.

To solve this problem, a second image (default image) is used, consisting of software that is used in the event of an emergency
when the main updatable image has been corrupted.

Hence the need to execute, if necessary, a second image which serves to restore the first image.

NOTE: For further information refer to the document AN229058 on Infineon's website.
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SMH Technologies®

Supervisory Flash.

Here are the TOC2_FLAGS:

To lock the device, you can use the command #TPCMD

INFINEON TRAVEO2 SWD and JTAG Locking

In Traveo Il devices there is the possibility to lock permanently the DAP (Debug Access Port) of the SWD/JTAG.
This operation is irreversible and once the DAP is disabled, it is no longer possible to connect with the device.

To disable the DAP, it is necessary to set the TOC2_FLAGS which are 2 bytes located at the memory address 0x17007DF8 of the

. Please refer to the command description.

Description

Indicates clock frequency configuration. The clock should stay the same after Flash boot

Determines the Listen window to allow sufficient time to acquire debug port.

Determines if SWJ pins are configured in SWJ mode by Flash boot.
0 = Do not enable SWJ pins in Flash boot. Listen window is skipped

1 = Do not enable SWJ pins in Flash boot. Listen window is skipped

3 = Do not enable SWJ pins in Flash boot. Listen window is skipped
Determines if the application image digital signature verification (authentication) is

Determine if the internal bootloader in Flash boot is disabled:

Bit Name
execution
o 0 = 8 MHz, IMO, no FLL
bit [1:0] CLOCK_CONFIG 1 = 25 MHz IMO + FLL
2 =50 MHz IMO + FLL
3 = Use ROM boot clock configuration
0 = 20 ms (Default)
bit [4:2] LISTEN. WiNDOW | | =10ms
2=1ms
3 =0 ms (No Listen window)
4 =100 ms
bit [6:5] SWJ_PINS_CTL
2 = Enable SWJ pins in Flash boot (default)
performed:
. 0 = Authentication is enabled (default)
bit 8:7] APP_AUTH_CTL 1 = Authentication is disabled
2 = Authentication is enabled (recommended)
3 = Authentication is enabled
bit 0 = Internal bootloader is disabled
(10:9] FB_BOOTLOADER_CTL

been executed.

_
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1 = Internal bootloader is launched if the other bootloader conditions are met (default)

Set LISTEN_WINDOW = 3 to disable the listening window of time to acquire the device in SWD or JTAG protocol.

Set SWJ_PINS_CTL = 0 to disable SWD or JTAG pin function (dedicated for debugging and flashing) after the Flash Boot has

UNIVERSAL PRODUCTION IN-SYSTEM PROGRAMMING

—=>smh-tech.com

info@smh-tech.com



SMH Technologies S.r.l.

SMH Technologies®

Syntax:

Description:

Note:

INFINEON TRAVEO2 Driver Parameters

The standard parameters are used to configure some specific options inside TRAVEO2 driver.

#TCSETPAR ENTRY_CLOCK

#TCSETPAR <Frequency>
<Frequency> Accepted parameters 4000000, 2000000, 1000000, 500000, 100000 Hz

Set the JTAG/SWD frequency used in the Connect procedure before raising the PLL of the device, if the device
PLL is available

Default value 1.00 MHz

#TCSETPAR ACQUIRING_SEQUENCE

Syntax:

Description:

Note:

Syntax:

Description:

Note:

Syntax:

Description:

Note:

#TCSETPAR

This parameter defines the entry mode

The acquiring chip procedures are defined by Infineon and you can find them in the Reference Manuals of
Traveo |l devices

The ACQUIRE _CHIPis a procedure that uses the reset line to establish the communication between the
FlashRunner and the target device

The other procedure, ALTERNATE_ACQUIRE_CHIP does not use the reset line to establish the communication.

By default, the driver uses the ACQUIRE_CHIP method

#TCSETPAR BLANKCHECK_IN_PROGRAM_FLASH

#TCSETPAR <Value>

<Value> Accepted values are Yes or No

The blankcheck command can be executed on the Main Flash memory

There are two possible ways to perform the blankcheck operation

The first choice is to perform the command #TPCMD BLANKCHECK F

The second choice is to perform the operation during the #TPCMD PROGRAM F command

None

#TCSETPAR BLANKCHECK_IN_PROGRAM_WFLASH

#TCSETPAR <Value>

<Value> Accepted values are Yes or No

The blankcheck command can be executed on the Work Flash memory

There are two possible ways to perform the blankcheck operation

The first choice is to perform the command #TPCMD BLANKCHECK E

The second choice is to perform the operation during the #TPCMD PROGRAM E command

None
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Syntax:

Description:

Note:

Syntax:

Description:

#TCSETPAR EFUSE_MARGIN_LEVEL

#TCSETPAR <NOMINAL_RESISTANCE|LOW_RESISTANCE|HIGH_RESISTANCE>

NOMINAL_RESISTANCE — default read condition
LOW_RESISTANCE — -50% from nominal resistance
HIGH_RESISTANCE — +50% from nominal resistance

This command is used to in order to define the Margin Verify mode for the eFUSE

The margin verify is available only for the eFUSE memory area

This verification procedure differs from the classic one in re-reading the values stored in the memory by
changing certain levels of current and supply voltage of the flash memory

This allows greater reliability as the data are read back in power range conditions other than the typical ones
The procedure provided by Infineon is carried out automatically by the HW of the device during the writing

All other information regarding this command is Under NDA

#TCSETPAR FLASH_BANK_MODE

#TCSETPAR <SINGLE_BANK|DUAL_BANK_MAPPING_A|DUAL_BANK_MAPPING_B>
This command enables the dual bank mode if you select the DUAL_BANK_MAPPING_A or B parameter

The Main Flash memory area supports the dual bank mode and when this option is selected the flash memory
region is split into two half banks

One is called Logical Bank 0 and the other is called Logical Bank 1

On the below chapter Single Bank and Dual Bank Overview there is an explanation of the dual bank mode
application

DUAL_BANK_MAPPING_A

The data to be programmed have to be half the total size of the Main Flash.

For this example, we have to program data from 0x10000000 to 0x103F7FFF (for the large sectors) and from
0x103F8000 to 0x10417FFF.

Following this example, the memory programmed will be the green one:

0x1083 0000

; Code Region
& (Small sectors)

0x107F_0000

Code Region
(Large sectors)

254« 32KB

0x1000_0000

DUAL_BANK_MAPPING_B

The data to be programmed have to be half the total size of the Main Flash.
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Syntax:

Description:

For this example, we have to program data from 0x10000000 to 0x103F7FFF (for the large sectors) and from
0x103F8000 to 0x10417FFF.
Following this example, the memory programmed will be the blue one:

0x1083_0000

Code Region
(Small sectors)

32 = BKB

0x107F 0000

Code Region
(Large sectors)

254 = 32KB

Ox1000_0000

DUAL_BANK_MAPPING_BOTH_A_AND_B
The data to be programmed have to be half the total size of the Main Flash.

For this example, we have to program data from 0x10000000 to 0x103F7FFF (for the large sectors) and from
0x103F8000 to 0x10417FFF.

Following this example, the memory programmed will be both green and blue.
The difference from a normal program is that the green part will contain the original data and the blue part
will contain an exact copy.

#TCSETPAR WORKFLASH_BANK_MODE

#TCSETPAR <SINGLE_BANK|DUAL_BANK_MAPPING_A|DUAL_BANK_MAPPING_B>
This command enables the dual bank mode if you select the DUAL_BANK_MAPPING_A or B parameter

The Work Flash memory area supports the dual bank mode and when this option is selected the flash memory
region is split into two half banks

One is called Logical Bank 0 and the other is called Logical Bank 1

In the below chapter Single Bank and Dual Bank Overview there is an explanation of the dual bank mode
application

DUAL_BANK_MAPPING_A
The data to be programmed have to be half the total size of the Work Flash.
For this example, we have to program data from 0x14000000 to 0x1400BFFF (for the large sectors) and from

0x1400C000 to 0x14010000.
Following this example, the memory programmed will be the green one:
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0x1402_0000

Work Region
(Small sectors)

256= 1288

0x1401_8000

Work Region
(Large sectors)

48 <2 KB

0x1400_0000

DUAL_BANK_MAPPING_B
The data to be programmed have to be half the total size of the Work Flash.

For this example, we have to program data from 0x14000000 to 0x1400BFFF (for the large sectors) and from
0x1400C000 to 0x14010000.
Following this example, the memory programmed will be the blue one:

0x1402_0000

Work Region
(Small sectors)

2561288

0x1401_8000

Work Region
(Large sectors)

48x 2 KB

0x1400_0000

DUAL_BANK_MAPPING_BOTH_A_AND_B

The data to be programmed have to be half the total size of the Work Flash.

For this example, we have to program data from 0x14000000 to 0x1400BFFF (for the large sectors) and from
0x1400C000 to 0x14010000.

Following this example, the memory programmed will be the both the green and the blue.

The difference from a normal program is that the green part will contain the original data and the blue part
will contain an exact copy.

‘ UNIVERSAL PRODUCTION IN-SYSTEM PROGRAMMING

HQ and Registered Office Capitale sociale €102.040 D-U-N-S* 51-724-9350 —=>smh-tech.com
Via Giovanni Agnelli 1 P.1.01697470936 T+390434 421111
33083 Villotta di Chions (PN) Italy C.F.01697470936 F +39 0434 639 021
Societa Unipersonale REAPN-97255 info@smh-tech.com



SMH Technologies®

SMH Technologies S.r.l.

_

#TCSETPAR SAMPLING_POINT

Syntax: #TCSETPAR
<Value>

Description:

Note:

<Value>

Accepted values are in the range 1-15

Default value 17

INFINEON TRAVEO2 Driver Commands

Here you can find the complete list of all available commands for TRAVEO2 driver.

Use this parameter to permanently set the sampling point of the FPGA
It is recommended to leave this parameter with the default value

Main Flash

Work Flash
Supervisory Flash
Extended Code Flash

L2 2R 2R 2 S 2

X OV=ENODHunmm

Checksum (reserved virtual address) On this virtual memory area is stored the checksum of the firmware

Metadata (reserved virtual address) On this virtual memory area is stored the Silicon ID and other relevant data
eFUSE (virtual address)

External Memory (Hyperflash memory or generic external memory connected to Traveo II device)

Traveo 2 devices with one Flash Controller:

HQ and Registered Office

Via Giovanni Agnelli 1

33083 Villotta di Chions (PN) Italy
Societa Unipersonale

Main Flash (FLASH) Supervisory Flash (SFLASH) EFUSE
0x1000 0000 Sector 32 KB ok A 0x1700 0000 Row 0 - exeo0 . A
Sector 32 KB = ¥ ¥
® @ &
3l 8 s e '
8x1700 0800 x 4
Sector 32KB = T 8x1780 @OFF Row 4 g
v .‘g‘ @x1788 DAL Homls 5 [
Soctor B KB g 0x1700 @BFF s S5
ql 5 gxlma ace Row 6 5 2<
Sector 8 KB e 2 x170@ @DFF A » T
© & ax178@ @cee Rowr =)
8x1780 @FFF ©x038
*fn Row 8 _ B8x83C A
= 3
Sector 8 KB = v 4
Write Size: 8, 32, 512 Row 12 “
bytes 9x1700 1400
L 8x1708 1BFF Row 13 N/D AR axa3F
Row 14 " 0x028
g
. 5
%)
Row 49
Work Flash (WFLASH) ox1769 5200 TRuE =
X ) 8x843
[ 0x1700 6600 ¥4 ©x843
x1460 €600 Sector 2KB @ [ ax17e0 &7FF w5 o g
Sector 2KB b ex1700 6E00 3 ;‘%
™~ X
<| u 8x170@ GFFF Row 55 - 8x@67
s ,9., Row 56 - oxe6s -
Sector 2KB <y B g g,
= & &
Sector 128 B ol & Row 58 “ ga
3
Sector 128 B @ 9 ex1700 7600
N £ ax1788 77FF o App Prot oxe7F v
p Row 60 § 1 byte
%
Sector 128 B 2 4 oxa766 708 HowlG! mﬁT ________________
. A x ~
@x17@@ 7DFF Row 62 TOC2 . .
Write Size: 4 bytes 8xe2C “SECURE” HASH
Row 61 System 8xB3B  “Secure” objects 128 bit HASH
512 bytes 8xB3C  “SECURE” Access Restrictions
BxB3F  Access restrictions in “SECURE” stage
_______________ “SECURE” DEAD Access Restrictions
g"m Accass restrictions for DEAD state and
@x17a0 asea User area X number of zeros for “Secure” group
0x1700 BFFF 2K available for frmware usage (keysfids)
9x068 o\ stomer Data
8x17a0 1a00 NORMALDEAD Access Restrictions (N/D AR) Bxe7F
8x17@@ 1BFF Usedfor chip protectionin NORMAL/DEAD state
8x1780 6488 PublicKey
©x1700 6FFF Used for digital signature of the application
g: i;gg ;ggg Application Protection Settings
@x17a@ 7Cea Table Of Contents Part 2(TOC2)
8x170@ 7DFF Usedtolocate OEM objects
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Traveo 2 devices with two Flash Controller:

SMH Technologies®

Main Flash (FLASH) Supervisory Flash (SFLASH) EFUSE
A 0x10000000 BT oF 0x17000000 e < 0x000 . A
Sector 32 KB 2 - ~ & - _ 14
=3 ] a
3t 7] )
5 . = s v 2B ‘
£ S ] —— s f
= Eeonp ke v OxLT000AN0 — & -
& A 01700 0BFF ] 5 i3
5 e 0x17000C00 $ 2 %
= @ 01700 0DFF e 6] - g3
o Sector 8 K8 x O IT000EDD — &1
= ® 0x1700 OFFF oW L4 0038
X Row & [ 0x03C
£ 5
K
Sector 8 KB - - B
Y Y
Row 12 }l‘
Write Size: 8, 32, 512 bytes 01700 1400 ¥ -
L—)I 1700 1BEF Row 13 NDAR MBE
A et
- —_ Row 14 -
A Ox18000000 e oF g
. - %
. Sector 22 KB = 2
"y L1 Riow 43 ¥ -
e B
o] - 0x17006400 [y
= 2 DKIT0065FF el > D43 ¥
0x17006600 S x4 Iy
5 Sector 32 KB ¥ JdT008E00 Row 51 b :
S Sector 8 KB 4 - - s - ¥
= o 0x1TO0GEDD a @
a SEribeli = 0x1700 6FFF it ¥ 06T P
= > Row 56 i) Ox068
g 5
= - - i
Sector 8 KB o
- . 3 @
Row 58 ¥ -
LerIE Size: 8, 37_,512hy‘tes)l JTooTen Row 59 App Prot OTF ¥
-~
Row 60 E ¢ 1byte b|
Row &1 %r
Work Flash (WFLASH) st T e I | Y - - =
Row 62 TOC2
Ox170070FF 0e02C  “SECURE™ HASH
A 0x1400 0000 Sector 2 KB A Row E1 System 0038 “Secure” objects 128 bit HASH
o -
512 bytes 0x03C  “SECURE” Access Restrictions
2 IR E ot 0e03F  Access restrictions in “SECURE stage
n . *_\_ “SECURE"” DEAD Access Restrictions
= = gm Access restrictions for DEAD state and number
24 OxiTO0 0200 Userares of zerosfor “Secure™ grou
g Sector 2 KB group
o _'I_ Ox1TO0OFFF 2K available for firmwere usage (keys/ids) 0068
o
s} SEen o 0x1700 1400 NORMAL|DEAD Access Restrictions [N/D AR) Oed7F  Customer Data
= Sector 1288 = Ox1TO01BFF  Used for chip probection in NO RMAL/DEAD state
- . D100 6400 Public Key
Py Ox1TODGFFF  Used for digital signature of the application
=
= 01700 TE00 _— . )
v Sector 1288 ¥ oeiTo0Toee  APplicstion Protection Settings
Wrrite Size: 4 bytes OniTO0TCO0  Table OF Contents Part2 [TOC2)
Ox1700 TDOFF Used to locate OEM objects
A (x1C000000 A
Sector2 K8 @ Extended Code Flash
Sector 2 KB =
= oy .
* = Flash Controller #1
= - = %1F00000D s
o &L
= Sector 2 KB A!
G Sector 1288
Q0 r o Ox1FE0 0000
5 Sector 128B = Sector 32 KB
K. -
v - x Write Size: 8, 32, 512 bytes
=
¥ Sector 1288 = ¥
Write Size: 4 bytes
-+ L
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#TPCMD CONNECT

This function performs the entry and is the first command to be executed when starting the communication with the device.
There are two types of connect, regarding this please read
Here you see can the log of a standard connect with the Acquire Chip procedure selected:

Connect procedure when the device is blank:

-——#TPCMD CONNECT
Protocol selected SWD.
Toggling XRES pin to execute Acquire Chip procedure.
ID-Code read correctly at 4.00 MHz after 49 retries.
JTA D Debug Port enabled.
Move Traveo II internal state to Test Mode.
Traveo II enter into Test Mode.
Scanning AP map to find all APs:
IDR: 0x84770001,
IDR: )0
IDR: 000
IDR: < 70001,
IDR: 84770001, \
IDR: 0x84770001, V¥ \MBA MFB bus.
AP to find all cores:
ARM CPUID: 0x410CC¢ Found Cortex MO+ Y@VJSJQﬁ rOpl.
ARM CP H ”XLWWFQ/// Found Cortex oVis
ARM ] : 0x4 Found Cortex M
ARM JID: 0x4 / Found Cortex M
ARM CPUID: / 2272 Found Cortex
alt the Cortex MO+ core:
Cortex MO+ core halted after 0.002
Cortex MO+ core Program Counter
Cortex M7 core:
M7 core halted after 0.001
MO+ core Program Counter is
Try to halt the Cortex M7 core:
AP[3] Cortex M7 core halted after 0.002
AP[1] Cortex MO+ core Program Counter is
Try to halt the Cortex M7 core:
* AP[4] Cortex M7 core halted after 0.001 s.
AE “ortex MO+ core Program Counter is 0x0000024E.
Try to halt the Cortex M7 core:
* AP[5] Cortex M7 core halted after 0.001 s.
* AP[1] Cortex MO+ core Program Counter is 0x00000258.
Try to execute the Acquire Chip method procedure:
Cortex MO+ core Program Counter is 0x000003D2.

SMH Technologies®

rlp2.
rlp2.
rlp2.

T
re
r
r

rlp2.

Cortex MO+ core ctor Table base O0xFFFF0000.
Table value means that the F 1 1s empty or TOC is corrupted.
\ﬂ e thodis d . .

4-717.

igner: 0x23B, Part Number: O0xBA(O2, Version: 0x6.
Code read correctly at 37.50 MHz.
Read device informations:
* FamilyId: 0x0114.
* Revision: Ox11.
b 0xEDO04
>: 0x2: Virgin - [NORMAL] - Secure - Dead.
S 0x7 - Normal Provisioned.
version: 0xA301.
* SROM firmware version: 0x0801.
Read device unique ID:
* Unique IDO: 0x008D24EC, Unique 3 A0504, Unique ID2: 0x7C090600.
Normal device access restrlctions:
* Enabled Cortex MO-AP access.
* Enabled Cortex CM7 n.0/CM7 n.1

SMH Technologies S.r.l.
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Enabled system AP access.
is locked, all SRAM is accessible.

Enabled Direct Execute system call fuhctiotality.

Entire Flash main region is accessik

Entire SRAM main region is a

Entire Work Flash main region

Entire Supervisory Flash main reqiot is AFﬁeSSible.

Check Tra o> II Silicon C C e
* Check Traveo II Slllcon ID from source file not avallable
Time for Connect: 0.509 s.

[
Connect procedure when the device is already programmed:

-——#TPCMD CONNECT
Protocol selected SWD.
Toggling XRES pin to execute Acquire Chip procedure.
ID-Code read correctly at 4.00 MHz after 161 retries.
JTAG Debug Port enabled.
Move Traveo II internal state to Test Mode.
Traveo II enter into Test Mode.
Scanning AP map to find all APs:
IDR: 0x84770001, AMBA AHB3 bus.
IDR: ‘XQ—,,JJJW ype \MB \HB3 bus.
IDR: ¢ ype: AMB \HB3 bus.
IDR: 0x¢ 000 \MBA AHB3 bus.
IDR: 0x¢ 0001, y \MBA AHB3 bus.
IDR: 0x84770001, I \MBA AHB3 bus.
AP to find all cores:
ARM CPUID: 0x410CC60 Found Cortex VU+ revision rOpl.
ARM BT : Ox411FC27 Found Cortex on rlp2.
ARM : 0x411FC2 Found Cortex M7 r on rlp2.
ARM B : 0x411FC2 Found Cortex M7 re on rlp2.
ARM “PUID: 0x411FC272 Found Cortex M > on rlp2.
alt the Cortex MO+ core:
Cortex MO+ core halted after 0.001 s.
Cortex MO+ core Program Counter is 0x000003D2
alt the Cortex M7 core:
Cortex M7 core halted after 0.001 .
Cortex MO+ core Program Counter is 0
Cortex M7 core:
Cortex M7 core halted after 0.001 s.
P[1] Cortex MO+ core Program Counter is 0x0000022C.
Try to halt the Cortex M7 core:
“ortex M7 core halted after 0.001 s.
Co MO+ core Program Counter is 0x0000024A.
Try to halt the Cortex M7 core:
* AP[5] Cortex M7 core halted after 0.002 .
* AP[1] Cortex MO+ core Program Counter is 0x00000256.
Try to execute the Acqu1re Chip method procedure:
AP[1l] Cortex MO+ core Program (vurt\r is 0x000003D2.
x MO+ core tor Tal se 0x10000100.
MO+ core Reset Address 0x10006CF5.
Set spec hardware eakpoint 0xDO0O06CFES.
Trigger a software re t to restart CPU.
Reconnect and waiting for CPU to hit the breakpoint.
P[1l] Cortex MO+ core Progre ounter is 0x10006CF
Acquire Chip met
Requested Clock is
Generated Clock is

SMH Technologies®

5
in
1
2
4
5

)]
]
]

3]
]
]
g
]
]
]
]
]
h
]
]
h

2]
]

Number: O0xBA0O2, Version: 0x6.
( 'l/ at 37.50 MHz.
Read deVLCe lnformatlons
* FamilyId: 0x0114.
* Revision: Ox11.
* SiliconID: OxEDO04.

Protect state: 0x2: Virgin NORMAL] - Secure - Dead.

SMH Technologies S.r.l.
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ID-Code read correctly at 1.00 MHz after 12 retries

This is normal behavior because when the Traveo2 device is powered on the SWD/JTAG port is not immediately
available.
The TRAVEOQ?2 driver tries to read the ID code several times before the SWD/JTAG port is activated.

Check Traveo Il Silicon ID from source file not available
This warning means that the FRB file is not present or the Silicon ID is not available inside FRB file.

Therefore, it is not possible to compare the Silicon ID read from the device with the one present in the file to be
programmed.

#TPCMD MASSERASE

This function performs a masserase for Main Flash, Work Flash or External Memory.

#TPCMD ERASE

This function performs a sector erase for the Main Flash, Work Flash or External Memory.

Main Flash has several large 32KiB sectors and several small 16KiB sectors.

The Work Flash has several large 2 KiB sectors and several small 128 B sectors.

The driver automatically handles the erase of large and/or small sectors depending on the address and size inserted.

In addition to this, the driver handles the alignment of Start address and Size if the inputs are not aligned to the memory
granularity.

#TPCMD BLANKCHECK

Blankcheck is only available for Main Flash, Work Flash and External Memory.
Verify if all memory is erased.

Blankcheck is only available for Main Flash, Work Flash and External Memory.
Verify if selected part of memory is erased.
Enter the Start Address and Size in hexadecimal format.

#TPCMD PROGRAM
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Program available for Main Flash, Work Flash, Supervisory Flash, eFUSE and External Memory.
Programs all memory of the selected type based on the data in the FRB file.

the #TPCMD command.

Note that both Supervisory Flash and eFUSE have zones that cannot be programmed.

#TPCMD

Program available for Main Flash, Work Flash, Supervisory Flash, eFUSE and External Memory.
Programs selected part of memory of the selected type based on the data in the FRB file.

Enter the Start Address and Size in hexadecimal format.

The Supervisory Flash contains bytes whose value corresponds to the Traveo2 settings and protections.
Writing random values in this area produces unpredictable results, so if you need to modify only some specific bits, please use

The eFUSE is an OTP area (One-Time-Programmable) and once a byte is written it cannot be changed anymore.

The Supervisory Flash contains bytes whose value corresponds to the Traveo2 settings and protections.

Writing random values in this area produces unpredictable results, so if you need to modify only some specific bits, please use

the #TPCMD command.

Note that both Supervisory Flash and eFUSE have zones that cannot be programmed.

#TPCMD VERIFY

#TPCMD

R: Readout Mode.

Verify Readout available for Main Flash, Work Flash, Supervisory Flash and eFUSE.
Verify all memory of the selected type based on the data in the FRB file.

#TPCMD

R: Readout Mode.

Verify Readout available for Main Flash, Work Flash, Supervisory Flash and eFUSE.
Verify selected part of memory of the selected type based on the data in the FRB file.
Enter the Start Address and Size in hexadecimal format.

#TPCMD

S: Checksum 32 Bit Mode.

Verify Checksum available for Main Flash, Work Flash, Supervisory Flash and eFUSE.
Verify all memory of the selected type based on the data in the FRB file.

#TPCMD

S: Checksum 32 Bit Mode.

Verify Checksum available for Main Flash, Work Flash, Supervisory Flash and eFUSE.
Verify selected part of memory based on the data in the FRB file.

Enter the Start Address and Size in hexadecimal format.

#TPCMD VERIFY_MARGIN_EFUSE

#TPCMD
Margin Verify is available only for eFUSE memory.
Verify Margin of all eFUSEs.

#TPCMD

Margin Verify is available only for eFUSE memory.
Verify Margin selected part of eFUSEs.

#TPCMD READ

#TPCMD
#TPCMD

_
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Read function for Main Flash, Work Flash, Supervisory Flash, eFUSE or External Memory.
The result of the read command will be visible into the Terminal.

Note that some eFUSE bytes cannot be read for protection reasons.

Regarding the Work Flash Memory, when it is not programmed, if a reading operation occurs, an ECC error is generated.
This means that Work Flash memory cannot be read when it is not programmed.

To overcome this problem, a blankcheck is performed before reading the memory via a specific APl internal to the Traveo Il.
If the memory is blank at that specific address, then in the terminal you will see "????".

Here an example of this behaviour:

Read[0x1400FF90]: 0x5D 0x08 0xDC
2 |Read[0x1400FFAQ 0xCF
Read[0x1400FFBO 0x1B
Read[0x1400FFCO
02 |Read[0x1400FFDO
Read[0x1400FFEO] :
2|Read[0x1400FFFO0] :
2 |[Read [0x14010000]
Read[0x14010010]
ead [0x14010020] :
0x14010

SMH Technologies®

0x57

]

18
18
1 0xEO

WHEwsS OO

0
dfl
ad[0x14010040
[0x14010050
[0x14010060
[ 0

0x14010070

]
]
]
]
]
]

Read

#TPCMD DUMP

Dump command for the Main Flash, Supervisory Flash, eFUSE or External Memory.
The result of the dump command will be stored in the FlashRunner 2.0 internal memory.

As for the read command, some eFUSE bytes cannot be dumped.

The Work Flash cannot be dumped if it is not programmed because we cannot put the "????" inside a .bin file when the selected
address of Work Flash memory is blank

#TPCMD GET_UNIQUE_ID

Syntax:
Prerequisites: none
Description: This function reads the unique ID of the device
The result of this command will be printed on the Real Time Log and on the Terminal
Note: This command prints into Terminal and Real Time Log
Examples: Correct command execution: @

---#TPCMD GET UNIQUE_ID
Read device unique ID:

Unique IDO: B4, Un xFF083DO0F, Unique

Time for Get Unique ID: 0.001

#TPCMD GET_DEVICE_INFORMATIONS

Syntax:

Prerequisites: none
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Description: This function gets the device information as the family, unique ID and more
Note: This command prints into Terminal and Real Time Log
Examples: Correct command execution: @

--—#TPCMD GET DEVICE INFORMATIONS

#TPCMD OVERVIEW_SUPERVISORY_FLASH

Syntax:
Prerequisites: none
Description: This command reads the Supervisory Flash printing its content on the Workbench Real Time Log.

Here below there is a little extract of the result of the command execution.

Supervisory Flash - Table of Contents Part 2 (TOC2), used to locate OEM objects:
Address 0x17007C00: FC010000 201221017 00000000 00000010 00000000 00000000 etc ...

The data has to be read in this way:

most significant byte 0x00 then Ox00 then 0Ox01 and then, the less significant byte is OxFC.
If you want to reprogram this value the right data value is 0x000001FC

#TPCMD OVERVIEW_SUPERVISORY_FLASH_NADR

Syntax:

Prerequisites: none

Description: This command analyses the NADR (Normal/Dead Device Access Restrictions) located into the Supervisory
Flash

Examples: Correct command execution: @

 FLASH_NADR
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Syntax:
Prerequisites:

Description:

Examples:

Syntax:
Prerequisites:
Description:

Examples:

Y

ntir
Entir
Entir

Time for

#TPCMD OVERVIEW_SUPERVISORY_FLASH_SWPU

none

This command analyses the SWPU, FWPU, ERPU and EWPU located into the Supervisory Flash
SWPU is used to implement access restrictions to Main Flash (program/erase) and eFUSE (read/write)

Correct command execution: @

Protection Unit)

Prot on Unit)

ion Unit) o

iew Supervisory Flash SWPU: 0.003 s.

#TPCMD OVERVIEW_SUPERVISORY_FLASH_TOC2

none
This command analyses the TOC2 located into the Supervisory Flash

Correct command execution: @

1
d
d

1

Numb
Add
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(default)

conditions met
Time for Overview Sup ory Flash TOC2: 0.003 s

#TPCMD GENERATE_HASH

Syntax: <FACTORY_HASH|ALL_OBJECTS>

FACTORY_HASH — Generates the factory hash
ALL_OBJECTS — Generates the hash of all objects according to TOC1 and TOC2 tables

Prerequisites: none
Description: This command returns the truncated SHA-256 of the Flash boot programmed in the Supervisory Flash

Please refer to specific Reference Manual of your Traveo Il device to have full description of how this
command works

#TPCMD CHECK_FACTORY_HASH

Syntax:
Prerequisites: none
Description: This command generates the factory hash according to TOC1 table and compares with the FACTORY1_HASH

fuses
Please refer to specific Reference Manual of your Traveo Il device to have full description of how this
command works

#TPCMD COMPUTE_BASIC_HASH

Syntax: <BASIC|CRC8SAE> <Size Bytes>
Prerequisites: none
Description: This command generates the hash of the flash region provided as input.

The command allows to select between BASIC (Basic Hash) or CRC8SAE.

The Size Bytes parameter must be grater or equal to 1

Please refer to specific Reference Manual of your Traveo Il device to have full description of how this
command works

Examples: Correct command execution: @

Example with BASIC parameter:

IC_HASH CRC8SAE 0x10000000 0x10
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Syntax:
Prerequisites:

Description:

Syntax:
Prerequisites:

Description:

#TPCMD COMPUTE_CHECKSUM

#TPCMD <FLASH|WORK_FLASH|SUPERVISORY_FLASH> <Row ID>
none

This command returns the sum of each byte read.

The Row ID parameter is needed only if the previous parameter is PAGE.

Please refer to specific Reference Manual of your Traveo Il device to have full description of how this
command works

#TPCMD PATCH_SUPERVISORY_MEMORY

#TPCMD <Address>

none

This command allows the user to patch some specific data at a certain address (into the Supervisory Flash)
without erasing the other addresses

Here below there are some examples:

1. #TPCMD 0x17007C00

This command does not program the value 0x12345678 because the mask is all 0x00000000 and for this
reason the value will not be programmed at that address.

More precisely we read all the data aligned to 512 bytes and we patch the data at 0x17007C00 with the
value inserted by the user only if the corresponding bit is equal to 1 in the mask field.

For example, if you set the mask equal to 0x0000000F you change only the bits where the mask is 1 and
the other bits will not change.

2. #TPCMD 0x17007C00

This command allows to program the value 0x000001FC at the address 0x17007C00 without considering
the memory content at this address because the mask is all 1.

Here some examples with custom mask:
This is the memory content using the command #TPCMD
Address 0x17000800: BBAAOOFF FFFFFFFF FFFFFFFF FFFFFFFF

If for example you want to change only the first byte at the address 0x17000800 (the first byte is 0xBB)
with a new value like 0xCC, you must use the following syntax:

3. #TPCMD 0x17000800

In this case using the mask with only the first byte with all bits at 1 you change only the first byte of the
memory to 0xCC and the rest will be untouched.

In fact, if you execute another time the command #TpcMD you can see
that:

Address 0x17000800: CCAAOOFF FFFFFFFF FFFFFFFF FFFFFFFF
Now if for example you want to change another address like 0x17000808 using the command
#TPCMD 0x17000808 OxADDEADDE OxFFFFFFFF

You can see the new content of the memory
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Address 0x17000800: CCAAQOFF FFFFFFFF DEADDEAD FFFFFFFF

As you can see the previous address has been left as it was before.

#TPCMD CONFIGURE_REGULATOR

Syntax: #TPCMD <PMIC|TRANSISTOR>
<ENABLE_POLARITY_HIGH|ENABLE_POLARITY_LOW>

<USE_LINEAR_REGULATOR|NO_LINEAR_REGULATOR>
<USE_RADJ|NO_RADJ>
<GENERATE_VADJ|NOT_GENERATE_VADJ>

<RADJ Value>

<Wait Counts>

Prerequisites: none
Description: This command is used to configure the high-current regulator (REGHC) for devices that include REGHC, or
PMIC for devices that use PMIC control without REGHC.

Please refer to specific Reference Manual of your Traveo Il device to have full description of how this
command works:

#TPCMD SWITCH_OVER_REGULATORS

Syntax: #TPCMD <PMIC|TRANSISTOR> <SWITCH_TO_LINEAR_REGULATOR|SWITCH_TO_REGHC>
Prerequisites: none
Description: This command is used to switch between the high-current regulator (REGHC or PMIC without REGHC)

required to run CM7 and the linear regulator (LDO)
Please refer to specific Reference Manual of your Traveo Il device to have full description of how this
command works

#TPCMD LOAD_REGULATOR_TRIMS

Syntax: #TPCMD <REGHC|LDO>
<FORCE_TRIM_SETTINGS|DEEP_SLEEP_ENTRY|DEEP_SLEEP_EXIT|RESET_RECOVERY>

Prerequisites: none
Description: This command is used to adapt the output voltage for internal regulators during handover

Please refer to specific Reference Manual of your Traveo Il device to have full description of how this
command works

#TPCMD OPEN_RMA

Syntax: #TPCMD <UNIQUE ID0> <UNIQUE ID1>
Prerequisites: none
Description: This command enables the full access to the device in the RMA life-cycle stage upon successful execution

Please refer to specific Reference Manual of your Traveo Il device to have full description of how this
command works

#TPCMD TRANSITION_TO_RMA

Syntax: #TPCMD <UNIQUE ID0> <UNIQUE ID1>

Prerequisites: none
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Description: This command converts parts from secure or secure with debug state into the RMA life-cycle stage
Please refer to specific Reference Manual of your Traveo Il device to have full description of how this
command works

#TPCMD TRANSITION_TO_SECURE

Syntax: #TPCMD <D|S>
Prerequisites: none
Description: This command validates the FACTORY_HASH and programs the SECURE_HASH, secure access restrictions

and dead access restrictions into eFUSE.

The first parameter of the command is <D|S>

D — SECURE_WITH_DEBUG life-cycle stage, with this parameter debuggers can read Flash memory and perform
operations on Work Flash and read device information.

S — SECURE life-cycle stage

The second parameter is
For this parameter, please refer to specific Reference Manual of your Traveo Il device

The third parameter is
For this parameter, please refer to specific Reference Manual of your Traveo Il device

The new secure state is applied when a new Power on Reset is provided to the device. If you try to perform a
new execution on the FlashRunner project with the command #TpcMD itis
possible to check the new life-cycle stage

NOTE: This command can be performed only one time on same device because command writes eFUSE
that are One Time Programmable values.
For other information please refer to specific Reference Manual of the Traveo /I device.
If you want to use the command #TPCMD remember to execute it as last
operation before the #TPCMD command.

#TPCMD READ_EFUSE _BYTE

Syntax: #TPCMD <Fuse byte [0-127]>
Prerequisites: none
Description: This command allows to read a specific byte on the eFUSE memory area.

#TPCMD START_CPU

Syntax: #TPCMD <Time [s]>
<Time [s]> Time in seconds (i.e., 2 s). This time is an optional parameter.

Prerequisites: none

Description: Move the Reset line up and down quickly to reset the device.
Then carry out the connection phase and reset the device again with a specific procedure for Traveo 2 devices.
#TPCMD <Time [s]> after the procedure already described waits for the time entered.

This command typically can be used to execute the firmware programmed in the device.

Note: This command is available from libtraveo2.so version 5.09
#TPCMD RUN
Syntax: #TPCMD <Time [s]>
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<Time [s]> Time in seconds (i.e., 2 s). This time is an optional parameter.
Prerequisites: none
Description: Move the Reset line up and down quickly if no parameter <Time [s]> is inserted.

<Time [s]> instead moves the Reset line down and high, waits for the entered time.
This command typically can be used to execute the firmware programmed in the device.

#TPCMD READ_MEMS

SMH Technologies®

Syntax: <Address>
<Address> Address in HEX format (i.e., 0x52002020)
Byte count in decimal format (i.e., 8 -> eight bytes)
Prerequisites: none
Description: Read memory byte per byte from target TRAVEO2 device
Note: This command prints into Terminal and Real Time Log
Examples: Correct command execution: @

Mem: 0.002
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#TPCMD READ_MEM16

Syntax: <Address>
<Address> Address in HEX format (i.e., 0x52002020)
16-bit Word count in decimal format (i.e., 4 -> four 16-bit words)
Prerequisites: none
Description: Read memory 16-bit word per 16-bit word from target TRAVEO2 device
Note: This command prints into Terminal and Real Time Log
Examples: Correct command execution: @

--—-#TPCMD READ MEM16 0x52002020 4
0] : A

R C
Time for Read

#TPCMD READ_MEM32

Syntax: <Address>
<Address> Address in HEX format (i.e., 0x52002020)
32-bit Word count in decimal format (i.e., 2 -> two 32-bit words)
Prerequisites: none
Description: Read memory 32-bit word per 32-bit word from target TRAVEO2 device
Note: This command prints into Terminal and Real Time Log
Examples: Correct command execution: @

--—#TPCMD READ MEM32 0x52002020 2
Read[0x52002020]: 0x1416AAF(

Read[0x52002024]: 0x0000000¢
Time for Read Mem: 0.002 s

#TPCMD DISCONNECT

Disconnect function. Power off and exit.
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INFINEON TRAVEO2 Driver Examples

Here you can see a complete example of INFINEON TRAVEO2 projects.

1 - INFINEON TRAVEO2 4.06 MB example Commands

#TCSETPAR ACQUIRING SEQUENCE ACQUIRE CHIP
#TCSETPAR ENTRY CLOCK 1000000
#TCSETPAR PROTCLK 37500000
#TCSETPAR PWDOWN 100
#TCSETPAR PWUP 100

#TCSETPAR RS IN 100
#TCSETPAR RSTDRV PUSHPULL
#TCSETPAR RSTUP 100

#TCSETPAR VPROGO 5000
#TCSETPAR CMODE SWD

#TPSETSRC 4 06MB.frb

#TPCMD CONNECT

TPCMD |

TPCMD BLANKCH
#TPCMD PROGRAM F
#TPCMD VERIFY F R
#TPCMD VERIFY F S
#TPCMD DISCONNECT

body high MCU.

-—-—#TPCMD CONNECT

Protocol selected SWD.

Toggllng XRES pin to execute Acqu1re Chip procedure.
ID > ly at 1.0 iz after 12 retries.
JTAG-SWD Debug Port enabled.

Move Traveo II internal state to Test Mode.

Traveo II enter into Test Mode.

Scannlng AP map to flnd all APs:

Scanning AP to flnd all coréo.
AP[1]

Try to halt the Cortex MO+ [ele}aH
\ rtex MO+ C > halted
Try to halt the Cortex M4 core:
[2] Cortex M4 Core halted [0.001 s]
Try to execute the Acqulre Chip method procedure

3 rt Number:
ID read correctly at
Read device informations:
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Time

—-——#IFERR TPCMD BLA
Time for Blankchec

—-——#TPCMD PROGRAM F
D t Si Bank mode for
¢ operati

m F:

)

Time fo

--—#TPCMD VERIFY F S
1t Sing

ings FlashRunner

Time for Connect 0.308 s
Conditional Blankcheck Flash 0.110 s
Program Flash 3.242 s
Verify Readout Flash 1.668 s
Verify Checksum Flash 0.079 s
Cycle Time 00:05.662 s

2 — INFINEON TRAVEO2 4.06 MB example Commands

#TCSETPAR A
#TCSETPAR
#TCSETPAR
#TCSETPAR
#TCSETPAR
#TCSETPAR

#TCSETPAR
#TCSETPAR
#TCSETPAR
#TCSETPAR
#TPSETSRC
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#TPCMD CONNECT

#TPCMD PROGRAM F
#TPCMD VERIFY F R
#TPCMD VERIFY F S
#TPCMD DISCONNECT

7 high MCU.

SMH Technologies®

---#TPCMD CONNECT

Error turning on VPROGO. Setting voltage gradually to limit the peak of current.
toco ed

Toqqllnq XRES pin to execute Acq\ure Chlp procedure

ID r tly t 1. 2

Try to halt the Cortex MO+ core:
* AP[1] Cortex MO+ Core halted
Try to halt the Cortex M4 core:
AP[2] Cortex M4 Core halted
Try to execute the Z—\cqulre Chip
ctor

10 read ctly
Read dev1ce 1nformatlons

* Unique IDO: 0x00 7F, Unique
Normal dev1ce access restrictions:

ilicon ID passe m ¢ 1tabase [0xEA
E "heck Traveo II Silicon ID from source file not available.
Time for Connect: 0.508 s.

SMH Technologies S
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--—#THEN TPCMD BLANKCHECK F
Time for Blankcheck F: O.

———#TPCMD DISCONNECT

2 - INFINEON TRAVEO2 4.06 MB example Programming Times

Operation Timings FlashRunner 2.0
Time for Connect 0.308 s
Conditional Blankcheck Flash 0.010's
Conditional Masserase Flash 7137 s
Conditional Blankcheck Flash 0.110s
Program Flash 3.242 s
Verify Readout Flash 1.668 s
Verify Checksum Flash 0.079 s
Cycle Time 00:12.817 s
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3 - INFINEON TRAVEO2 8.19 MB example Commands

#TCSETPAR ACQUIRING SEQUENCE
#TCSETPAR ENTRY CLOCK 1000000
#TCSETPAR PROTCLK 37500000
#TCSETPAR PWDOWN 100
#TCSETPAR PWUP 100

#TCSETPAR RSTDOWN 100
#TCSETPAR RSTDRV OPENDRAIN
#TCSETPAR RSTUP 100
#TCSETPAR VPROGO 5000
#TCSETPAR CMODE SWD
#TPSETSRC 8 19MB.frb

ACQUIRE CHIP

#TPCMD CONNECT
TPCMD B
TPCMD M.
TPCMD BLANF
#TPCMD PROGRAM F
#TPCMD VERIFY F R
#TPCMD VERIFY F S
#TPCMD DISCONNECT

———#TPSTART
"y .

7 high MCU.

#TPCMD CONNECT
tocol selected SWD
Toggllng XRES pin to execute Acqulre Chlp procedure

Move Traveo II 1nternal state to Test Mode.
[ enter into Test Mode

\ rtex MO+ C halte
Try to halt the Cortex M7 core

Try to halt the Cortex M7 cor
ortex M7 Core halt [0.001 s]
Try to execute the Acquire Chip method procedure

Part Number:
ct 1 3

0x0103.

0x23.
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-——#TPCMD PROGRAM F
D t Si e Bank mode for Flash
5 peratic

n F: 14.

PCMD VERIFY F R
Bank mo

———#TPCMD DISCONNECT

3 - INFINEON TRAVEO2 8.19 MB example Programming Times
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Time for Connect 0.324 s
Conditional Blankcheck Flash 0.442 s
Program Flash 14.272 s
Verify Readout Flash 3.359s
Verify Checksum Flash 0.314s
Cycle Time 00:18.771s
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4 - INFINEON TRAVEO2 8.19 MB example Commands

#TCSETPAR ACQUIRING SEQUENCE
#TCSETPAR ENTRY CLOCK 1000000
#TCSETPAR PROTCLK 37500000
#TCSETPAR PWDOWN 100
#TCSETPAR PWUP 100

#TCSETPAR RSTDOWN 100
#TCSETPAR RSTDRV OPENDRAIN
#TCSETPAR RSTUP 100
#TCSETPAR VPROGO 5000
#TCSETPAR CMODE SWD
#TPSETSRC 8 19MB.frb

ACQUIRE CHIP

#TPCMD CONNECT
TPCMD B
TPCMD M.
TPCMD BLANF
#TPCMD PROGRAM F
#TPCMD VERIFY F R
#TPCMD VERIFY F S
#TPCMD DISCONNECT

———#TPSTART
"y .

7 high MCU.

#TPCMD CONNECT
tocol selected SWD
Toggllng XRES pin to execute Acqu1re Chlp procedure

Move Traveo II 1nternal state to Test Mode.
[ enter into Test Mode

\ rtex MO+ C halte
Try to halt the Cortex M7 core

Try to halt the Cortex M7 cor
e ex M7 Core halt
Try to execute the Acquire Chip

Part Number:
ct 1 3

0x0103.

0x23.
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———#THEN TPCMD M
Time for Masser

--—#THEN TPCMD
Time for Blankc

art

Time fo

---#TPCMD VERIFY F R
faul r Bank

Time foz

———#TPCMD DISCONNECT

4 - INFINEON TRAVEO2 8.19 MB example Programming Times

Operation Timings FlashRunner 2.0
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Time for Connect 0.308 s
Conditional Blankcheck Flash 0.010 s
Conditional Masserase Flash 14.254 s
Conditional Blankcheck Flash 0.441s
Program Flash 14.272 s
Verify Readout Flash 3.359s
Verify Checksum Flash 0.315s
Cycle Time 00:32.867 s
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5 - INFINEON TRAVEO2 16.38 MB + 512KB + 64 KB example Commands

#TCSETPAR ACQUIRING SEQUENCE ACQUIRE CHIP
#TCSETPAR ENTRY CLOCK 1000000
#TCSETPAR PROTCLK 37500000
#TCSETPAR PWDOWN 100
#TCSETPAR PWUP 100

#TCSETPAR RSTDOWN 100
#TCSETPAR RSTDRV OPENDRAIN
#TCSETPAR RSTUP 100

#TCSETPAR VPROGO 5000
#TCSETPAR CMODE SWD

#TPSETSRC ALL.frb

#TPCMD CONNECT
#TPCMD CONNECT
#TPCMD MASSERASE F
#TPCMD BLANKCHECK F
#TPCMD PROGRAM F
#TPCMD VERIFY F R
#TPCMD VERIFY F S
#TPCMD MA RASE E
#TPCMD BLANKCHECK E
#TPCMD PROGRAM E
#TPCMD VERIFY E R
#TPCMD VERIFY E S
#TPCMD MASSERASE T
#TPCMD BLANKCHECK T
#TPCMD PROGRAM T
#TPCMD VERIFY T R
#TPCMD VERIFY T S
#TPCMD DISCONNECT

SMH Technologies®

5 - INFINEON TRAVEO2 16.38 MB + 512KB + 64 KB example Real Time Log

#TPSTART

-—-—-#TPC

Prot 5 Yol Vo

Toggling XRES pin to execute Acquire Chip procedure.
ID > reac DI tly at 4.00 z after 49 retries
JT ) t enablec

Move Traveo II internal state to Test Mode.

Traveo II enter into Test Mode.

Scanning AP map to find all APs:

* AP[0] IDR: 0x84770001 ype:

IDR: O

B I T T ]

)x84770001
find all
CPUID:
“PUID:
ID:
4 ID:
* AP[5] ARM CPUID:
Try to halt Cortex MO+ core:
i >[1] C MO+ halted

> S
U3

1
* AP[1] ex MO+ Prog

Try to halt Cortex M7 cor
* AP[2] ex M7 cc halt
* AP[1] Cc ex MO+ c @

Try to halt Cortex M7 cor
* AP[3]1 C M . -

=x MO+ y

Try Cortex M7 cor
* 5

* A \ e
Try to halt Cortex M7 cor

SMH Technologies S
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rtex M7 core halted
\ rtex MO+ core Prog
Try to execute the Acquire Chlp method procedur

SMH Technologies®

S ique IDO: 0x(

ique IDl: OXFF

Normal dev1ce access restrlctlons

* Check SlllCOn ID from source file not available.

me for Conr t: 0.510

Time for Progranm

———#TPCMD VERIFY F R

Verify
Default

Start
* Default

--—-#TPCMD MASSERASE E

SMH Technologies S.r.l.
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Work Flas

-#TPCMD BLANKCHECK E

~ Work Fl:

a3 for Work

SMH Technologies®

* Default
mpleted
Time for Proc

--—#TPCMD MASSERASE T
E ration for Exte Cod lash memory

ration for € 1, lash memory
ars
-—-—#TPCMD BLANKCHECK
Start Blankct k op tic 2 Extended Code Flash mer
I} >ted
Start Blankcl

npleted

Time for Blar
Flash memory
Flash memory
Time for Prog
Extended Code Flash me

on.
xtende C > Flas

-——#TPCMD VERIFY T S
Start Verif ksum 32bi ation for Exte "lash memor
Comp "he

Start

-——#TPCMD DISCONNECT

SMH Technologies S.r.l.
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SMH Technologies S.r.l.

SMH Technologies®

5 - INFINEON TRAVEO2 16.38 MB + 512KB + 64 KB example Programming Times

Operation Timings FlashRunner 2.0

Time for Connect 0.510s
Masserase Flash 23.375 s
Blankcheck Flash 0.441s
Program Flash 6.723 s
Verify Readout Flash 6.718 s
Verify Checksum Flash 0.317 s
Masserase WorkFlash 9.706 s
Blankcheck WorkFlash 0.312s
Program WorkFlash 13.052 s
Verify Readout WorkFlash 0.273 s
Verify Checksum WorkFlash 0.111s
Masserase Extended Code Flash 0.115s
Blankcheck Extended Code Flash 0.002 s
Program Extended Code Flash 0.043 s
Verify Readout Extended Code Flash 0.028 s
Verify Checksum Extended Code Flash 0.003 s
Cycle Time 01:03.103 s

UNIVERSAL PRODUCTION IN-SYSTEM PROGRAMMING
e e

HQ and Registered Office Capitale sociale €102.040 D-U-N-S* 51-724-9350 —>smh-tech.com
Via Giovanni Agnelli 1 P.1.01697470936 T+390434421 11
33083 Villotta di Chions (PN) Italy C.F.01697470936 F +39 0434 639 021

Societa Unipersonale REAPN-97255 info@smh-tech.com



SMH Technologies S.r.l.

INFINEON TRAVEOZ2 Driver Changelog

Info about driver versions prior to 5.00
All driver versions prior to 5.00 are to be considered obsolete, please update your driver to the latest version.

Info about driver version 5.00 - 10/03/2023
Upgraded Traveo2 driver.

Info about driver version 5.01 - 24/03/2023
Fixed wrong print into connect procedure when Acquire Chip is selected.
Upgrade management for Hyperflash memory programming through Traveo Il device.

Info about driver version 5.02 - 15/06/2023
Upgraded Supervisory - Work Flash Program and Verify procedure when there are discontinued data blocks into FRB file.

SMH Technologies®

Info about driver version 5.03 - 19/06/2023
Internal upgrade for dump command.

Info about driver version 5.04 - 06/09/2023
Internal driver upgrade.

Info about driver version 5.05 - 08/09/2023
Managed retro compatibility for Metadata Memory [M] with previous Reserved Memory [R].

Info about driver version 5.06 - 08/09/2023
Managed retro compatibility for very old projects where Traveo Il Silicon ID is missing.

Info about driver version 5.07 - 12/01/2024
Updated Work Flash Masserase operation for CYT3DL Traveo Il devices.

Info about driver version 5.08 - 02/04/2024
Updated Reset hardware management during Connect operation.

Info about driver version 5.09 - 08/07/2024
Added new #TPCMD START_CPU command.

Info about driver version 5.10 - 04/11/2024
Added new Traveo Il devices.
Updated again Reset hardware management during Connect operation.

Info about driver version 5.11 - 03/12/2024
Automatically skipped reserved areas for Supervisory memory for Program and Verify operations.
The addresses available for the supervision memory are:
0x17000800 -> Row 4 - User Area
0x17000A00 -> Row 5 - User Area
0x17000C00 -> Row 6 - User Area
Ox17000E00 -> Row 7 - User Area
0x17001A00 -> Row 13 - N/D AR
0x17006400 -> Row 50 - Public Key
0x17006600 -> Row 51 - Public Key
0x17006800 -> Row 52 - Public Key
0x17006A00 -> Row 53 - Public Key
0x17006C00 -> Row 54 - Public Key
0x17006E0O -> Row 55 - Public Key
0x1700 -> Row 59
0x17007C00 -> Row 62 - TOC 2

Info about driver version 5.12 - 07/03/2025

Added new CYT6BJBxx Traveo Il devices.

Updated hardware breakpoint procedure for Connect operation.
Updated print into Connect operation and standard commands.

‘ UNIVERSAL PRODUCTION IN-SYSTEM PROGRAMMING

HQ and Registered Office Capitale sociale €102.040 D-U-N-S* 51-724-9350 —=>smh-tech.com
Via Giovanni Agnelli 1 P.1.01697470936 T+390434421111
33083 Villotta di Chions (PN) Italy C.F.01697470936 F +39 0434 639 021

Societa Unipersonale REAPN-97255 info@smh-tech.com



	INFINEON TRAVEO2 Introduction
	32-bit TRAVEO™ T2G Arm® Cortex® Microcontroller
	32-bit TRAVEO™ T2G Arm® Cortex® for Body
	32-bit TRAVEO™ T2G Arm® Cortex® for Cluster

	INFINEON TRAVEO2 Protocol and PIN map
	INFINEON TRAVEO2 PIN MAP

	INFINEON TRAVEO2 Memory Map
	INFINEON TRAVEO2 Memory Map for Dual Controller Devices
	INFINEON TRAVEO2 eFUSE
	INFINEON TRAVEO2 Single Bank and Dual Bank
	INFINEON TRAVEO2 SWD and JTAG Locking
	INFINEON TRAVEO2 Driver Parameters
	#TCSETPAR ENTRY_CLOCK
	#TCSETPAR ACQUIRING_SEQUENCE
	#TCSETPAR BLANKCHECK_IN_PROGRAM_FLASH
	#TCSETPAR BLANKCHECK_IN_PROGRAM_WFLASH
	#TCSETPAR EFUSE_MARGIN_LEVEL
	#TCSETPAR FLASH_BANK_MODE
	#TCSETPAR WORKFLASH_BANK_MODE
	#TCSETPAR SAMPLING_POINT

	INFINEON TRAVEO2 Driver Commands
	#TPCMD CONNECT
	#TPCMD MASSERASE
	#TPCMD ERASE
	#TPCMD BLANKCHECK
	#TPCMD PROGRAM
	#TPCMD VERIFY
	#TPCMD VERIFY_MARGIN_EFUSE
	#TPCMD READ
	#TPCMD DUMP
	#TPCMD GET_UNIQUE_ID
	#TPCMD GET_DEVICE_INFORMATIONS
	#TPCMD OVERVIEW_SUPERVISORY_FLASH
	#TPCMD OVERVIEW_SUPERVISORY_FLASH_NADR
	#TPCMD OVERVIEW_SUPERVISORY_FLASH_SWPU
	#TPCMD OVERVIEW_SUPERVISORY_FLASH_TOC2
	#TPCMD GENERATE_HASH
	#TPCMD CHECK_FACTORY_HASH
	#TPCMD COMPUTE_BASIC_HASH
	#TPCMD COMPUTE_CHECKSUM
	#TPCMD PATCH_SUPERVISORY_MEMORY
	#TPCMD CONFIGURE_REGULATOR
	#TPCMD SWITCH_OVER_REGULATORS
	#TPCMD LOAD_REGULATOR_TRIMS
	#TPCMD OPEN_RMA
	#TPCMD TRANSITION_TO_RMA
	#TPCMD TRANSITION_TO_SECURE
	#TPCMD READ_EFUSE_BYTE
	#TPCMD START_CPU
	#TPCMD RUN
	#TPCMD READ_MEM8
	#TPCMD READ_MEM16
	#TPCMD READ_MEM32
	#TPCMD DISCONNECT

	INFINEON TRAVEO2 Driver Examples
	1 – INFINEON TRAVEO2 4.06 MB example Commands
	1 – INFINEON TRAVEO2 4.06 MB example Real Time Log
	1 – INFINEON TRAVEO2 4.06 MB example Programming Times
	2 – INFINEON TRAVEO2 4.06 MB example Commands
	2 – INFINEON TRAVEO2 4.06 MB example Real Time Log
	2 – INFINEON TRAVEO2 4.06 MB example Programming Times
	3 – INFINEON TRAVEO2 8.19 MB example Commands
	3 – INFINEON TRAVEO2 8.19 MB example Real Time Log
	3 – INFINEON TRAVEO2 8.19 MB example Programming Times
	4 – INFINEON TRAVEO2 8.19 MB example Commands
	4 – INFINEON TRAVEO2 8.19 MB example Real Time Log
	4 – INFINEON TRAVEO2 8.19 MB example Programming Times
	5 – INFINEON TRAVEO2 16.38 MB + 512KB + 64 KB example Commands
	5 – INFINEON TRAVEO2 16.38 MB + 512KB + 64 KB example Real Time Log
	5 – INFINEON TRAVEO2 16.38 MB + 512KB + 64 KB example Programming Times

	INFINEON TRAVEO2 Driver Changelog

